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Domain Example: Traditional UNIX (Includes Linux) 
· Users have restricted domains (filesystem permissions, for example).

· Superuser ‘root’ has all permissions.

· Setuid allows changing of domain, managed through the filesystem execution interface.

· Daemon process allows changing of domain, managed through network connection interface.

· chroot() ( Clever feature of Unix, creates an “application sandbox” for an application which is not trusted to run in such that the file system is actually a sub-tree and doesn’t have access to the entire filesystem tree.

· few permissions restrictions while running processes:

· system calls (kernel access)

· historically, simply read-only bit on page

· now expanded with execute bit on page

Domain Example: Windows
· FAT/NTFS subset of Unix permissions.

· Root = Administrator

· To distinction between system and admin

· Unfortunate user history of ‘user is administrator’

· Filesystem owner + ‘hidden, system, read-only bits’

· New Technology/Cairo (NT) ( 2000 ( XP

· Process page permissions in NT specification

· Only read-only apps to be used

· Registry:

· There is no equivalent of this in Unix/Linux.

· Hierarchical key-lookup for system and program configuration.

· HKEY_CURRENT_USER values for current user, maintained in ‘profile’ – read/write by user.

· HKEY_LOCAL_MACHINE local system config values.

· All but CURRENT_USER protected from user.

Data Security

We’ve been talking about system security, now we’re going on to data security.

· First line of defence: authentication and access control.

· How can we keep the data on the computer safe from attacks that penetrate the access control?

· Second line of defence: make captured data unusable using encryption.

Encryption

· Cryptography: “Writing in Code”

· Encode (encrypt) data by means of a cipher

· Uses a key to encode convert plaintext into ciphertext.

· Cryptanalysis: “Examining Code”

· “Guessing” at what the message is.

· Frequency analysis.

· Espionage.

Symmetric Cryptography

· Uses secret key to encode data; reverse application of the key decodes ciphertext back into plaintext.

· If the key is found, the message can be decoded.

· Examples:

· WinZip
· DES (Data Encryption Standard (Lucifer Algorithm))

· Standard US government encryption through the ‘70s

· NSA – 56 bit key

· AES (Advanced Encryption Standard (October 2000))

UNIX Passwords

· Each time a password is created:

· 2 chars ‘salt’ ( DES algorithm

· encrypted (hashed) password stored in /etc/passwd (2 + 12)

· Each time a password is supplied:

· Password is re-encrypted using the salt.

· Result is compared (strcmp())

· This type of one-way encryption ensures that it is never necessary to decrypt your password, the encrypted values are compared.

· Intruder has password file, must guess passwords words using salt value and check if they encrypt to the same string value (crack program).

· Without password file, must also guess the salt (though login).

· The bytes of the salt are generated at random by the caller.

· Char *Crypt(const char *key, const char *salt)
Public Key Cryptography

· 1970s attempt to solve key distribution problem

· basic idea:

· algorithm whereby public key can only encrypt the message

· only private key can decrypt the message

· want a sparse data space ( expensive to search ( cheap to use

· factoring primes:

· two large primes from the private key

· factor of primes form public key

· “128-bit encryption” ( public key has 128 bits of storage

