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What is OS Security? 
· Protecting the machine from users

· Protecting users from other users

· Protecting system and users from outside attacks

Consequences of OS Damage
· System Damage (misconfiguration, physical abuse)
· Resource Damage (resource unavailability)

· Lost/stolen/corrupt data

System Attacks

· Physical considerations – ‘trusted console’

· Software attacks: Viruses and Trojans

· OS ‘recognition’

· Removal Problems

· Recently: Melissa (1999), I Love Your (2000), SoBig (2004)

· Worms:

· Buffer overflow exploit

· Non-executable stack

· Interrupted languages

· Recently: Nimda, Code Red, Slammer (2003), Nachi/Blaster, My-Doom (2004)

· Best Prevention: Education

Solution: More Caution in Industry

· Don’t allow code in the stack to be executed (mmu and page table)

· Favour interpreted languages (Java, C#...) because they can stop overflows and checks return instructions before executing.
Solution: More Education

· Check attachments

· Caution of luring methods (phishing)

· Run anti-virus programs with firewalls

Restrict User Access?
· Requires a userid scheme

· Implies differing privileges – “not all users are created equal.”

· Allows processes & events to be associated with a userid

· Ownership extends to system objects (filesystem, programs, software resources)

· Attribute changes (& change history?)

· Logging of user activity

· Allocation of resources

· Current resource owner

· Quotas

· In the real world, this requires authentication.

Authentication

· Objectives:

· Ensure that ‘fred’ is really who he says he is

· Passwords, ‘smart’ cards, biometrics

· Problems:

· Anonymity concerns & privacy issues

· Userid spoofing becomes new ‘cracker’ goal

· Implementation:

· List of ‘users’ (or software entities)

· Each assigned a unique number

· Daemon users

Access Matrices

· Rows represent entities and columns represent objects.

· At the intersection, we find the permission set which is also known as the protection domain.

· If we slice the table vertically into columns, they become referred to access control lists which are attached to each object.

· If we slice the table horizontally into objects, they become capability lists which are attached to each domain.

Compatibility Lists

· Linear list of values

· Saves space, wastes time

Access Control: Permission/Protection Domains

· A permission set, or protection domain is a tuple linking an object with a set of access rights. (Subset of operations in object).
Permission Domains

· Users

· Processes

· Functions

· Domain Switching:

· Must be able to change domains

· Add or revoke access rights as you enter/leave a domain

· Similar to entering kernel mode from user mode and vice versa

· users

