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Two topics remain in the course: Networking and security

Networks

· A network connects several different computers together.

· A network is accessed through hardware (controlled through a device driver).

· Nodes on a network communicate through the exchange of packets.

Remote Inter-Process Communication

· Could be called client-server computing

· Means of sending data elements between processes on different machines.

· Applications/Implementations

· Distributed shared memory: has been done, not widely used – gaining popularity in ‘super-computers.’

· Messaging systems: usually just uni-directional messages passed between processes on different machines.

· Remote procedure call: structured on top of a messaging service, emulates a local procedure call, but done on a remote machine.

FORTRAN: There was a difference between procedures and functions. Functions returned values, procedures don’t. Today, everything is thought of as a function. A void return emulates a FORTRAN procedure.
Transport Mechanism

· Get packets to/from destination

· Assumes physical medium is working

· Transport to higher level protocols

RPC Example
· Client program calls function: get_id_for_name(“sara”, &id)

· Local implementation creates a message: GET_ID s a r a \0
which is sent to the server; client now blocks on return message.

· Server creates a reply message: GET_ID_REPLY s a r a \0 42
which is sent back to the client.

· Client receives and unpacks the message, places the result 42 into user data &id and returns from function get_id_for_name()
Tools

· There are tools for you to utilize when constructing these stubs/shelters.

· In C, check out rpc.h and rcpgen

· In Java, check out rmic.

Transport Mechanism II
· Unreliable datagram (UDP): transmission of individual messages unreliably (i.e., no guarantee of delivery, possible out-of-order delivery).
· Reliable virtual circuit (TCP): transmission of a byte stream of data reliably between 2 end points (bi-directional). Data is guaranteed to arrive reliably, in order, at the other end so long as the virtual circuit exists. Modelled loosely after the telephone circuit.
Transport Issues
· Computer networks aren’t practically reliable at transporting packets.

· Messages are large, and may be broken across several packets.

· Data in messages must be in standardized formats and encodings.
